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MONITORING EMPLOYEE E-MAIL ACCOUNTS 
HUNGARY
In the following we wish to provide an analysis and assessment on the Hungarian legal provisions that shall be applied regarding the monitoring of employee e-mail messages. Our analysis is based on legislation in force on 1 December 2007. The document is for information purposes only and does not constitute legal advice. 

1.
Relevant laws and sources

In terms of EU legislation in this area, the main item is the European Parliament and Council Directive (95/46/EC) 'on the protection of individuals with regard to the processing of personal data and on the free movement of such data', whose aim is 'the protection of the rights and freedoms of individuals, notably the right to privacy, with regard to the processing of personal data' in the EU Member States. There are certain efforts within the EU to regulate the employee data privacy issues more properly. The Commission has already completed the second stage of a consultation process on a proposed new Directive on the protection of worker's personal data and received a sound rejection for the proposal from the EU "social partners" (organisations such as trade unions and employers' federations).
In Hungary, the following sources shall be considered as relevant regarding the employer’s right to monitor the employee e-mail messages: Act XX of 1949 on the Constitution of the Republic of Hungary (“Constitution”), Act XXII of 1992 on the Labor Code (“Labor Code”), Act LXIII of 1992 on the Protection of Personal Data and Public Access to Data of Public Interest (“Data Protection Act”) and the official opinions issued by the Data Protection Commissioner of Hungary (“DPC”; in Hungarian: Adatvédelmi Biztos). Please note that DPC opinions are not binding in a court proceeding, but these opinions have serious influence to the judicial practice. Our Data Protection Act provides in its Article 33/A that the Data Protection Act implements 95/46/EC. Every important issue addressed in 95/46/EC is also regulated by our Data Protection Act. The Hungarian laws in this field are in line with the effective EU legislation. 

2.
Right of the employer to access company e-mail accounts 

It is a principle of the Labor law that the employer is entitled to supervise the usage of every instrument that has been given to its employees for the purpose of the fulfillment of their obligations under employment. However, it must be noted that this principle is not expressly addressed in our Labor Code, though the judicial practice accepts this principle. 

A company e-mail account is clearly an instrument that is made available by the employer to its employees in order to allow them to communicate with authorities and business partners of the company in a way that serves the company’s best business interest. 

The right of the employer to access the e-mail accounts used by its employees depends on the nature of the e-mail account. From this point of view, we shall examine two categories of company e-mail accounts. First, there could be an account which is not dedicated to a certain individual employee (e.g. info@companyname. com; helpdesk@companyname. com). According to the relevant laws, the judicial and DPC practice the employer’s access to this type of e-mail accounts is not restricted in any ways. Second, there are the e-mail accounts that are designated to certain employees and this is evident for third persons as well (e.g. employeename@companyname. com). Any access to these “personalized” accounts by the employer shall be in line with the rules of the Constitution and the Data Protection Act protecting the individual privacy.

3.
Individual privacy protection under the Data Protection Act 

According to Article 59 (1) of the Constitution in the Republic of Hungary everyone has the right to the protection of secrecy in private affairs and personal data. The Constitution has authorized the Parliament to adopt the Data Protection Act which regulates the protection and proper handling of personal data.

Article 3 of the Data Protection Act provides that personal data (any data that can be associated with the natural person, except special data) and/or special data (health status, sexual orientation, religious faith, etc.) may be handled, if the person concerned consents thereto or it is ordered by law. The consent of the person concerned shall be the voluntary, explicit and clear permit of such person based on proper information on the handling of his personal data. In case of special (qualified) data the law provides that the consent shall be in writing. However, in our opinion the written approval is recommended for proving purposes even in case of personal (non-qualified) data.

According to Article 5 of the Data Protection Act personal data may only be handled for a particular purpose, exercise of rights or fulfillment of obligations. Each phase of data handling shall comply with this purpose. Only such personal data may be handled which are indispensable for accomplishing the purpose of data handling, are suitable for achieving the purpose, and only to the extent and for the time required for the accomplishment of the purpose.

4.
Privacy rights in the company’s e-mail communication  

First, we are focusing on the individual privacy rights of the employee. Official opinion Nr. 40/K/2006-3 of DPC provides that access to employee e-mail accounts by the employer is in compliance with laws only if the employee receives detailed prior information from the employer on the fact and the method of the supervision. This prior information shall also address the purpose of the supervision, the person or body which is entitled to implement the supervision, the time length of the data handling by the employer and the rights of the employee regarding the data handling of the employer. We are of the opinion that, if this information is included in the employment agreement or in its annex, the employee will provide his consent to employer access to his e-mail account by signing the agreement, so waiving his privacy rights regarding the e-mail correspondence on such account. The official opinion of DPC also states that communication between employees on their company e-mail accounts can be monitored and accessed by the employer after providing the above information and having the consent of the employees.

However, the e-mail communication may affect non-employees as well. The third persons, either senders or receivers of e-mail messages to or from the employee’s e-mail account, shall have the right for privacy as well. In practice, it is very unlikely that the employer can obtain the consent of these third persons for the accession to the e-mail messages that may contain their personal data. This means that the employer’s access to the e-mail account and e-mail messages (excluding business messages) of the employee is banned because of the privacy rights of the potential non-employee senders or receivers.

5.
What are the rights of the employer? 

It is clear from the above that direct and full access to employee’s e-mails is strictly restricted by the privacy rights even if the “personalized” e-mail account has been provided by the employer to the employee solely for official and/or business purposes. Therefore, we have examined the above mentioned official opinion Nr. 40/K/2006-3 of DPC and also the official opinion Nr. 1393/K/2006-5 of DPC in the light of the rights of the employer. In the following, on the basis of the above DPC materials, we wish to provide you with a list of those activities that in our opinion does not violate individual privacy rights of the employee and third persons (sender/receiver):

i)
The employer is entitled to request access to any and all business e-mail messages (either electronically or in hard copy) sent or received by the employee. This is reasonable since the employer shall be entitled to control every business correspondence relating to its activity. In the opinion of DPC in this case the prior consent of the third person sender/receiver of the business e-mail is not required by the privacy protection rules. However, the third person sender/receiver of the business e-mails is also entitled to receive information that the business correspondence might be disclosed to the employer. In practice, a disclaimer note could inform the receiver and an auto-reply could inform the sender that the business e-mails are monitored by the company.

ii)
Since the e-mail account is an instrument provided by the employer to the employees, the employer is entitled to define the allowed usage of the e-mail account. This is coming from the principles of the Labor Code. The employer may declare that the company e-mail accounts shall be used only for business purposes. Surely such regulation shall apply only to the outgoing e-mails, since the nature of the incoming e-mails does not depend on the employee.

iii)
According to the opinion of DPC the employer is entitled to monitor certain information fields of the e-mails sent or received by its employees (e.g: To:, Cc:, Subject:, Attachment:, Date and Time, File size). In this way the employer is able to identify those suspicious messages that can pose a threat to the interests of the company. Please note that the above opinion of DPC is not consistent with a former DPC opinion which states that the employer can not review phone call lists, since even the fact and the date of a private phone call shall be considered as a personal data of the calling parties. In our opinion reviewing the information fields of an e-mail is very similar to reviewing a phone call list, thus we find very surprising that DPC issued the above opinion regarding e-mails. 

iv)
If the private usage of the company e-mail account is fully prohibited and the employee refuses to grant access to certain e-mail messages in his account upon the request of the employer (the right for such request has been detailed above) by referring the privacy rights of the sender/receiver, the refusal shall be considered as a breach his obligations under employment. This breach of obligation may lead to certain sanctions (e.g. termination of employment). It is a separate issue according to DPC how the employer can prove that it was the employee who sent the e-mail message from its “personalized” account. As an example, DPC provides that in case of a private password protected e-mail account the involvement of the employee shall be presumed. There are problems with the interpretation of the DPC opinion. It is not clear what shall trigger the sanctions against the employee. There are the following optional answers to this question: i) identification of a suspicious e-mail by the employer, ii) refusing the access to employee e-mail account; iii) proving that the employee has sent the suspicious e-mail and the suspicious e-mail is really violates the interest of the company. Since we are discussing the e-mail accounts granted solely for business purposes, in our opinion the mere identification of a suspicious e-mail may trigger sanction under labor law. However, in case of a court trial the proving would be more efficient if the employer has evidences for the breach of obligation as a formal refusal to access, or for the fact that it was the employee who sent the outgoing message and it really violates the interests of the company.

v)
DPC provides that if the employee is out of the office for a longer period, but the business interest of the company requires the access to the employee’s e-mail account, the employer may appoint another employee to access the e-mail messages of the not available employee and to hand over (either electronically or in a printout) those messages which are clearly official/business related. However, the employee who is out of the office shall be informed on the fact that another employee had access to his e-mail account. This is again a very unclear statement made by DPC. What does a longer period mean? Some days or a longer holiday / illness? There can be cases where even a one day absent shall be crucial from the employer’s point of view and it needs immediate access to the employee’s e-mail account. We believe that ‘longer period’ of absence can not be a condition precedent for the above detailed action of the employer. Second, we do not know what is the test for a “clearly business related” e-mail. We do not fully agree with DPC that another appointed employee may select certain items from the e-mail account of the absent employee. Moreover practically the need for accessing the e-mail account of an absent employee can be avoided by using auto-reply messages informing the sender that all business correspondence shall be sent to another employee during the time of absence. 

vi)
According to DPC opinion the employer is entitled to restrict the functionality of the employee’s e-mail account by defining the approved senders/recipients, limiting the size and the attachment of the e-mail messages. In our opinion this right of the employer may not be enough for the protection of confidential information, but it could effectively support a policy that prohibits private usage of e-mails. However, in many cases the restriction of the functionality of e-mail accounts can not be implemented since such restrictions would be obstacles for the work as well.

vii)
The employer shall employ a system operator who is entitled to have full access to employee e-mails if it seems necessary because of information system protection or virus threats. However, the system operator shall not disclose the contents of the e-mails to third persons, not even to the employer itself. Though this opinion of DPC is important from system security point of view and worth to mention in general, the rights of the system operator do not really support the company’s defense against the disclosure of confidential information. 

6.
What is the reason for monitoring of e-mails? 

It must be also considered, what the actual reason for monitoring the e-mails is. One reason could be to improve effectiveness of the employee. In this case the employer may not be interested in the contents of the correspondence; therefore introduction of such e-mail policy that allows private e-mails only out of the business hours or limits the functionality of the e-mail accounts (as discussed above) would be sufficient. However, in most cases the reason for monitoring the e-mails is the protection of the confidential business data of the company. This monitoring typically focuses on the outgoing e-mail messages of the employee. In the light of the above detailed rules of individual privacy, we see that the most effective way to adequately control the e-mail correspondence of the employees is the prohibition of private usage of the e-mail accounts. In this way, the employer will be entitled to request access to all business e-mails, and in case the employee refuses to grant access to an e-mail because of the privacy rights of the sender/receiver the employer shall be entitled to apply sanctions against the employee. 

7.
Summary and suggestions

From labor law point of view the employer is entitled to control the usage of any instrument including the company e-mail accounts of the employees that has been provided by the company to the employees for work purposes. However, controlling the e-mail correspondence of the employees and accessing to the e-mail messages are excluded by the privacy rights of those non-employee senders or receivers who are potentially involved in a non-business related correspondence. Without the prior and explicit consent of such third persons the employer shall not access to the contents of the respective incoming and outgoing messages. 

In case the e-mail account has been granted solely for business purposes to the employee, the employer is in the position to initiate legal proceedings in every case when the employee refuses to grant access to a certain e-mail message. Such a company policy can be supported by IT solutions as well: limitation of the size of the mails, defining the authorized senders and recipients, exclusion of certain type of attachments and setting up different levels of access to confidential information (clearly an employee can not disclose such data that is not accessible to him). The support of IT solutions can be crucial since any monitoring bases only on the consent of the employee may fail to be effective for two reasons: i) the employee’s consent is not enough for reviewing third party emails, and ii) the employee may withdraw his prior consent which could cause significant damage in the whole system.
In our opinion the employer’s right to monitor the information fields of e-mail messages, the way of requesting access to business e-mails and procedures for the case of a refusal by the employee shall be regulated in a company e-mail policy. Above the policy it must be ensured that the employees receive proper information on the data handling by the company and grant their explicit consent to this policy by signing the employment agreement or a separate document. However, it must be emphasized again that even if the company has an e-mail policy and the employee provided its written consent to personal and special data handling by the employer and the e-mail account has been provided for business purposes only, the employer may not have direct access to such non-business e-mail messages that have been sent to or received from a non-employee third person who did not provided his consent to the data handling by the company.
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